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DIGITALISATION PLAN 2025 - 2026

Republic of Zambia
MINISTRY OF DEFENCE

systems into a
unified platform

integrated and
synchronised
with IMIS

THEMATIC OBJECTIVES STRATEGIES ACTIVITIES INDICATOR PLANNED 2023 | 2024 | 2025 | 2026 COST IMPLEMENTING
AREA 2 TARGET INSTITUTIONS
Digital Gov- | To improve Develop, Conductacom- |Review report 1 - 230,000 ALL SERVICES
ernment the provision strengthen and | prehensive review | completed and AND COMMON
Services and utilisation |operationalise of existing IMIS approved by USER FACILITIES,
of digital the existing infrastructure stakeholders MoFNP,
government Integrated
services Management
Information
Systems (IMIS)
for the Ministry
Identify Gap analysis 1 - 230,000
integration gaps | finalised with
and overlapping |documented rec-
systems ommendations
Design and Updated 1 1 230,000
update the IMIS architecture
architecture and | and integration
data models framework
completed
Implement 90% of identified |1 1 230,000
system upgrades
upgrades and completed
enhancements and deployed
with minimal
downtime
Integrate 100% of critical " " 810,000
disparate data systems
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THEMATIC OBJECTIVES STRATEGIES ACTIVITIES INDICATOR PLANNED 2023 | 2024 | 2025 | 2026 COST IMPLEMENTING
AREA 2 TARGET INSTITUTIONS
Train users and At least 90% 110 - 110 1,500,000
administrators of identified
on IMIS personnel
functionalities trained with
post-training
assessment
scores
Develop and Monitoring 1 - 1 100,000
implement an dashboards
IMIS usage and and producing
performance monthly
monitoring tool performance
reports
Automate Map out repetitive | Workflow 500 200 300 750,000 ALL SERVICES
management administrative mapping AND COMMON
and and communica- |document USER FACILITIES,
communication |tion workflows completed and MoFNP,
services validated
Select and deploy | Automation 15 5 10 1,000,000
appropriate tools operational
workflow and piloted in at
automation tools |least 50% of the
Defence Force
Implement a Platform 03 03 03 300,000
unified commu- | deployed with
nication platform |at least 90%
(e.g.. VoIP, email, |adoption by the
messaging, video | Defence Force
conferencing)
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THEMATIC OBJECTIVES STRATEGIES ACTIVITIES INDICATOR PLANNED 2023 | 2024 | 2025 | 2026 COST IMPLEMENTING
AREA 2 TARGET INSTITUTIONS
Automate Document " 05 06 700,000
document automation
management system
and approval implemented and
processes functional in key
units
Train staff on the |Atleast 85% of 110 - 110 500,000
use of automated | users trained with
tools and 80% proficiency
platforms demonstrated
through testing
Monitor usage Monthly " - " 100,000
and effectiveness | performance
of automated reports showing
processes increased
efficiency (e.g.,
reduction in
approval time by
50%)
Enhance internet | Conduct internet | Connectivity " 05 06 1,400,000
connectivity usage auditand | audit report
for seamless connectivity gap |completed and
utilisation of analysis submitted
digital services
Upgrade internal | 95% of critical " 05 06 9,000,000
network infra- network
structure (rout- infrastructure
ers, switches, upgraded

access points)
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performance
using analytical
tools

itoring of dash-
board operations
and generating of
weekly reports

THEMATIC OBJECTIVES STRATEGIES ACTIVITIES INDICATOR PLANNED 2023 | 2024 | 2025 | 2026 COST IMPLEMENTING
AREA 2 TARGET INSTITUTIONS
Expand broad- 100% of Ministry |11 - - - " 3,000,000
band coverage buildings
and bandwidth connected to
capacity across high-speed
all Ministry sites | internet
Establish service- | Signed SLAs 05 - - 2 3 450,000
level agreements |in place with
(SLAs) with ISPs | minimum 99%
for performance |uptime guarantee
and uptime from all ISPs
Implement a Backup system | 500 - - 200 300 2,000,000
backup internet | deployed and
system (e.g.. tested in 100% of
satellite, LTE) for | key offices
critical sites
Monitor network | Real-time mon- |1 - - - 1 100,000
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THEMATIC PLANNED IMPLEMENTING
OBJECTIVES | STRATEGIES ACTIVITIES INDICATOR 2023 | 2024 | 2025 | 2026 COST
AREA 3 TARGET INSTITUTIONS
Capacity To enhance Develop and Conduct Digital skills 1 - - 05 06 175,000 | ALL SERVICES AND
Building the capacity implement a digital assessment report COMMON USER
and Change of personnel in |training pro- | skills gap completed and FACILITIES, MoFNP,
Management | digital skills grammes to assessment endorsed
enhance per- |across the
sonnel's digital | Ministry
competencies
Develop a Approved 1 - - 1 - 230,000
digital training | digital training
curriculum curriculum
aligned with developed
the Ministry’s
needs
Organise At least 80% of 6 - - 2 4 1,800,000
physical and |targeted staff
online training |trained with 90%
workshops on | attendance rate
digital tools
and platforms
Partner with MoUs signed with 2 - - 1 1 200,000
training 2 institutions
institutions
or e-learning
platforms
for content
delivery
Implement a Minimum 70% of 6 - - 2 4 450,000
digital literacy | trainees certified
certification upon course
program completion
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THEMATIC PLANNED IMPLEMENTING
OBJECTIVES | STRATEGIES ACTIVITIES INDICATOR 2023 | 2024 | 2025 | 2026 COST
AREA 3 TARGET INSTITUTIONS
Monitor and Post-training 6 - - 2 4 245,000
evaluate train- | evaluation reports
ing outcomes | showing at least
and learning 75% practical skill
application application rate
Implement 1 - - 1 - 235,000
Electronic Develop
a change
Government management Approved roadmap ALL SERVICES AND
Change strategy and document COMMON USER
Management |, developed FACILITIES, MoFNP,
e s . implementa-
Initiatives in tion roadmap
the Ministry
Identify and At least 1 - - 05 06 235,000
train change |one trained
ambassadors |ambassador per
in each branch | branch
of the Ministry
Conduct sen- | At least 2 sessions 18 - - 4 12 250,000
sitisation and | per quarter
engagement | with 75% staff
sessions on participation
e-government
initiatives
Launch an Digital campaign " - - 05 06 100,000
internal digital | materials
transforma- disseminated
tion com- to 100% of
munication the Ministry's
campaign/ branches
awareness
program
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THEMATIC PLANNED IMPLEMENTING
NG OBJECTIVES | STRATEGIES ACTIVITIES INDICATOR N 2023 | 2024 | 2025 | 2026 COST ST O
Establish a Functional " - - - " 120,000
feedback support/
and support helpdesk system
mechanism established with
for staff 80% resolution
transitioning | rate forissues
to e-services |logged
Evaluate Quarterly reports 66 - - 22 44 300,000
the impact showing 60%
of change improvement in
initiatives on | e-service usage
adoption of
e-government
services
Enhance Develop and Awareness 500 - - 200 300 185,000
awareness of |disseminate materials
digitalisation |digital aware- |distributed across
within the ness materials | branches
Ministry (brochures,
videos, post-
ers)
Launch an Newsletter 1 - - 1 - 10,000
internal digital | published
innovation quarterly and
newsletter distributed to all
staff
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THEMATIC PLANNED IMPLEMENTING
OBJECTIVES | STRATEGIES ACTIVITIES INDICATOR 2023 | 2024 | 2025 | 2026 COST
AREA 3 TARGET INSTITUTIONS
Conduct pre Survey results 2 - - 2 - 450,000
and post showing 40%
awareness improvement in
surveys to digital literacy
measure awareness
knowledge
shifts
Celebrate At least 2 major 4 - - 2 2 190,000
National or digital events
International | hosted or
digital and participated in
ICT days with | annually
Ministry-wide
participation
THEMATIC OBJECTIVES | STRATEGIES ACTIVITIES INDICATOR PLANNED 2023 | 2024 | 2025 | 2026 COST IMPLEMENTING
AREA 4 TARGET INSTITUTIONS
Digital To strengthen | Strengthen Deploy System deployed |11 05 06 $3,800,000 ALL SERVICES
Information the Ministry’'s threat advanced and operational AND COMMON
Security digital detection threat in all core ICT USER FACILITIES,
information and response |detection and |environments MoFNP,
security. systems monitoring
to quickly tools (e.g.,
identify and SIEM systems)
neutralise
cyber threats
Establish SOC established 1 - 1 $7,500,000
a Security and fully staffed
Operations with 24/7
Centre (SOC) | monitoring
for real-time
monitoring
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THEMATIC OBJECTIVES STRATEGIES ACTIVITIES INDICATOR PLANNED 2023 | 2024 | 2025 | 2026 COST IMPLEMENTING
AREA 4 TARGET INSTITUTIONS
Conduct At least 2 risk 18 - - 06 12 250,000
periodic assessments and
cyber risk 1 penetration
assessments | test conducted
and monthly
penetration
testing
Implement Incident response |06 - - 02 04 485,000
automated plan approved and
incident tested through
response simulations
protocols and | quarterly
escalation
procedures
Train IT 100% of 06 - - 02 04 750,000
security teams | cybersecurity
on threat personnel trained
intelligence with at least 80%
and response | performance in
assessments
quarterly
Create and Threat database 1 - - - 1 365,000
maintain updated weekly
a threat and used
intelligence in incident
database investigations
and update
repository
Enhance Review Updated 03 - - 01 02 530,000 ALL SERVICES
Information and update cybersecurity AND COMMON
Security Ministry-wide | policy document USER FACILITIES,
Infrastructure |cybersecurity |approved and MoFNP,
and Data policies and disseminated bi-
Management; |standards annually
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THEMATIC OBJECTIVES | STRATEGIES ACTIVITIES INDICATOR PLANNED 2023 | 2024 | 2025 | 2026 COST IMPLEMENTING
AREA 4 TARGET INSTITUTIONS
Implement 100% deployment | 500 200 300 6,500,000
multi-layer of layered security
security tools across all
architecture critical systems
(e.g., firewalls,
encryption,
endpoint
protection)
Establish data | Data classification |01 - 01 275,000
classification | policy
and access implemented in
control the Ministry
measures
Conduct Bi-annual security |03 01 02 600,000
security audits | audits completed
on all critical | with risk mitigation
ICT systems follow-up
Implement Automated data " - " 5,300,000
secure data backup and
backup and tested recovery
recovery processes
systems operational in all
key sites
Enforce com- |Develop and 80% of the " - 1 330,000
prehensive implement Ministry’s
cybersecurity |cybersecurity |branches audited
policies and policy for cybersecurity
standards compliance policy compliance
across all ICT | audit annually
systems mechanisms
across all
Ministry
departments
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academia and
private sector
for research
and capacity
building

partnerships
signed with
academic or
industry players

THEMATIC OBJECTIVES | STRATEGIES ACTIVITIES INDICATOR PLANNED 2023 | 2024 | 2025 | 2026 COST IMPLEMENTING
AREA 4 TARGET INSTITUTIONS

Conduct Number of 110 - - - 440 540,000

regular personnel trained

cybersecurity |on cybersecurity

awareness and | policies and

policy training | standards per

sessions for all | quarter

ICT personnel

and end-users.
Enhance Establish an Working group 06 - - 02 04 200,000 ALL SERVICES
collaboration |ICT security launched with AND COMMON
with working group | quarterly meetings USER FACILITIES,
stakeholders |withrelevant |attended by all key MoFNP, ZICTA,
and improve | MPSAs stakeholders EGD, MoTS, ICTAZ,
resource and
information
sharing

Develop and Protocol signed 05 - - 02 03 100,000

implement and adopted by

inter-agency |atleast 5 relevant

information institutions

sharing

protocols

Create secure |Secure portal 01 - - - 01 785,000

platforms launched with

for sharing 80% stakeholder

cybersecurity |registration and

alerts, tools, usage

and responses

Partner with At least 3 formal 03 - - 01 02 300,000
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THEMATIC OBJECTIVES STRATEGIES ACTIVITIES INDICATOR PLANNED 2023 | 2024 | 2025 | 2026 COST IMPLEMENTING
AREA 4 TARGET INSTITUTIONS
Participate in | Representationin |05 - - 02 03 1,000,000
regional and at least 5 regional
international | or global fora per
cybersecurity |year
fora
Conduct joint | Atleast 1 multi- 01 - - - 01 1,200,000
simulations agency cyber
and cyber drill conducted
drills with annually with
stakeholders | documented
evaluation report
THEMATIC PLANNED IMPLEMENTING
AREA 5 OBJECTIVES | STRATEGIES | ACTIVITIES INDICATOR TARGET 2023 | 2024 | 2025 | 2026 COST INSTITUTIONS
Tg r.Jror.note Promote and !I)evelop a M!n— Strategy 01 - - 01 - 475,000
digital inno- istry-wide dig- |document
. . Accelerate |., .
Digital Inno- |vation and . ital innovation |approved and
. . Digital . )
vation, skills |entrepre- . strategy and | disseminated
. Innovation .
and Entre- neurship implementa-
. o Across .
preneurship |within the . tion plan
Ministry. Ministry
) Functions
Establish Innovation " - - - 1 325,000
a Digital Unit or focal
Innovation point officers
Unit or appoint | designated
innovation within 100% of
focal point the Ministry
officers within
the Ministry
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THEMATIC PLANNED IMPLEMENTING
AREA 5 OBJECTIVES | STRATEGIES | ACTIVITIES INDICATOR TARGET 2023 | 2024 | 2025 | 2026 COST INSTITUTIONS
Organise At least 2 03 - - 01 02 285,000
regular innovation
innovation events held
challenges, annually
hackathons, with 50 staff
and ideation participants
workshops each
Facilitate At least 2 new 03 - - 01 02 98,000
partnerships | innovation
with external | partnerships
innovators, or MoUs signed
startups, per year
and tech
institutions
Build capac- | Atleast 70% 110 - - 110 - 495,000
ity of staff of targeted
through staff trained
training on with 80%
innovation demonstrating
methodolo- applied
gies (e.g.. de- | knowledge
sign thinking,
agile scrums,
devops)
Establish MoUs signed 03 - - 01 02 685,000
Support ICT | pep with at least
Research collaboration | 3 academic/
and De- with research
veIoprT_1ent universities institutions
(R&D)_'r_‘ and research
the Ministry institutes
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THEMATIC PLANNED IMPLEMENTING
AREA 5 OBJECTIVES | STRATEGIES | ACTIVITIES INDICATOR TARGET 2023 | 2024 | 2025 | 2026 COST INSTITUTIONS
Create an ICT |Functional 01 - - 01 - 295,000
R&D database |online repository
for sharing launched with
results and 80% usage rate
findings by the Ministry’'s
branches
Organise One R&D 02 - - 01 01 465,000
annual symposium
ICT R&D conducted
symposium or |annually with
knowledge- participation
sharing events |from at least 10
research bodies
Evaluate the |Annual 01 - - - 01 540,000
impact of R&D |R&D impact
initiatives on | assessment
digital trans- |report
formation out- |completed and
comes submitted to
leadership
Facilitate the | Identify Minimum of 07 - - 02 05 365,000
commer- and assess 5 innovations
cialisation of | Ministry- assessed
digital inno- |developed annually for
vations digital commercial
innovations viability
with
commercial
potential
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THEMATIC PLANNED IMPLEMENTING
AREA 5 OBJECTIVES | STRATEGIES | ACTIVITIES INDICATOR TARGET 2023 | 2024 | 2025 | 2026 COST INSTITUTIONS

Support 3 or more 03 - - 01 02 90,000
intellectual Ministry
property (IP) |innovations
registration registered for IP
and protection | protection per
for innovations |year
Develop a Licensing 01 - - - 01 245,000
policy or framework
framework approved and
for innovation |adopted
licensing
and revenue
sharing
Partner with At least 2 03 - - 01 02 100,000
the private partnerships
sector and signed with
incubators to |incubators or
scale up digital | venture firms
products annually
Showcase Participation 03 - - 01 02 300,000
Ministry in at least 2
innovations in |National or
trade fairs and |regional tech
tech expos expos per year
Track revenue |Annual report 01 - - - 01 245,000
and impact on innovation
generated revenue showing
from commer- |at least One (01)
cialised digital |commercialised
solutions product

generating

income
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THEMATIC

PLANNED

IMPLEMENTING

AREA 6 OBJECTIVES |STRATEGIES| ACTIVITIES INDICATOR TARGET 2023 | 2024 |2025 | 2026 COST INSTITUTIONS
To Develop Conduct a Assessment 01 - - 01 - 1,325,000
. . and review | compre- report
Digital Standardise the Min- hensive finalised and
Stan- the . ,
. , istry’'s ICT | assessment | approved
dards and | Ministry’s S L.
: . policies, of existing
Compli- digital .
standards, | ICT policies
ance platforms .
; and guide- | and stan-
and services | .
lines dards
Review out- | At least 5 key 05 - - 02 03 | 1,300,000
dated and ICT policy
update pol- | documents
icies, stan- | reviewed and
dards, and updated
guidelines
Develop At least One 02 - - 01 01 520,000
new (01) new ICT
policies and | policies or
guidelines guidelines
to address developed
emerging and approved
digital
trends
Engage At least (Two) 02 - - 01 01 520,000
stakehold- | 2 stakeholder
ersin con- workshops
sultative conducted
meetings with 80%
and valida- | participation
tion work-
shops
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THEMATIC PLANNED IMPLEMENTING
AREA 6 OBJECTIVES |STRATEGIES| ACTIVITIES INDICATOR TARGET 2023 | 2024 |2025 | 2026 COST INSTITUTIONS
Dissemi- 100% of staff 02 - - 01 01 520,000
nate ap- issued with
proved updated
ICT policy policy
documents | documents or
across the digital access
Ministry links
Monitor Compliance 02 - - 01 01 670,000
compliance | audit report
with produced
policies annually with
and provide | 85% policy
policy audit | adherence
reports rate
Enhance Develop Standards 01 - - - 01 385,000
standards | technical document
and guide- | standards developed
lines in the | and specifi- | and approved
deploy- cations for
ment of ICT infra-
ICT infra- structure
structure, | procure-
platforms, | mentand
and ser- deployment
vices
within the
Ministry

41




DIGITALISATION PLAN 2025 - 2026

Republic of Zambia
MINISTRY OF DEFENCE

THEMATIC PLANNED IMPLEMENTING
AREA 6 OBJECTIVES |STRATEGIES| ACTIVITIES INDICATOR TARGET 2023 | 2024 |2025 | 2026 COST INSTITUTIONS
Standardise | At least Three 03 - - 01 02 450,000
procedures | (03) new
for system procedural
integration, | guidelines
cyberse- adopted and
curity, and implemented
scalability across the
Ministry
Conduct Bi-annual 03 - - 01 02 800,000
regular ICT | audit reports
infrastruc- | showing
ture audits | a 90%
to ensure compliance
compliance | rate with set
with stan- standards
dards
Establish Committee 06 - - 02 04 400,000
anICT operational
governance | and meeting
committee | quarterly with
to oversee documented
adherence reports
to
standards
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THEMATIC PLANNED IMPLEMENTING
AREA 6 OBJECTIVES |STRATEGIES| ACTIVITIES INDICATOR TARGET 2023 | 2024 |2025| 2026 COST INSTITUTIONS
Enforce 100% of ICT 01 - - 01 - 247,000
standards procurement
through and projects
procure- aligned with
ment tem- | standards
plates and as verified
projectim- | by checklist
plementa- reviews
tion check-
lists
Enhance Identify Mapping 01 - - - 01 260,000
collabora- | and map report
tion with potential completed
the private | private with at least
sector sector 10 potential
on the partners partners
adoption with listed
of indus- expertise
try best inICT
practices deployment
in the de-
ployment
of digital
platforms
and ser-
vices
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THEMATIC PLANNED IMPLEMENTING
AREA 6 OBJECTIVES |STRATEGIES| ACTIVITIES INDICATOR TARGET 2023 | 2024 |2025| 2026 COST INSTITUTIONS
Facilitate At least Two 02 - - 01 01 20,000
private sec- | (02) private
torinvolve- | sector rep-
mentin ICT | resentatives
standards included in
develop- policy devel-
ment com- | opment
mittees
Develop Minimum 01 - - - 01 100,000
joint pilot of One (01)
projects projects im-
to test plemented
and scale collaborative-
innovative ly with private
digital sector annu-
services ally
THEMATIC PLANNED IMPLEMENTING
AREA 7 OBJECTIVES | STRATEGIES | ACTIVITIES INDICATOR TARGET 2023 | 2024 | 2025 | 2026 COST INSTITUTIONS
Gover- To improve Review and | ICT policy and |01 - - - 01 180,000
nance, the policy and | Strengthen |harmonise regulatory
Policy legislative the existing documents
and Legal |framework | Ministry’s |ICT-related |reviewed and ALL SERVICES
Frame- | governing ICT policy | policies, updated AND COMMON
work ICT in the and laws, and USER
Ministry. regulatory | regulations FACILITIES,
framework. EGD
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THEMATIC PLANNED IMPLEMENTING
AREA 7 OBJECTIVES | STRATEGIES | ACTIVITIES INDICATOR TARGET 2023 | 2024 | 2025 | 2026 COST INSTITUTIONS
Develop new [ The ICT policy |01 - - 01 - 225,000
policies to framework was
address gaps |developed and
in emerging |approved
technolo-
gies (e.g., Al,
cloud, cyber-
security)
Conduct Policy dialogue |02 - - 01 01 180,000
consultative |sessions are
fora with conducted
stakeholders |annually
on policy and
regulatory
issues
Disseminate 100% of staff |11 - - 05 06 100,000
updated ICT |issued with
policies and |new policy
regulatory documents
documents |oraccess
links within
all Ministry
branches.
Monitor and |Compliance 01 - - - 01 200,000
document report
policy submitted
compliance
across
Ministry
functions
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THEMATIC PLANNED IMPLEMENTING
AREA 7 OBJECTIVES | STRATEGIES | ACTIVITIES INDICATOR TARGET 2023 | 2024 | 2025 | 2026 COST INSTITUTIONS
Streamline |Conduct Organisational |01 - - 01 - 180,000
ICT an organ- assessment
functions in |isational report finalised
the Ministry |assessment
of ICT roles,
responsi-
bilities, and
workflows
Develop and New ICT 01 - - - 01 195,000
implement a |governance
revised ICT |framework
governance |approved and
structure rolled out
Define and SOPs 01 - - - 01 190,000
document developed and
Standard adopted by all
Operating
Procedures
(SOPs) for
ICT functions
Train staff At least 110 - - - 110 500,000
on new 80% of ICT
ICT roles, and support
workflows, |staff trained
and on revised
procedures |functions
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THEMATIC PLANNED IMPLEMENTING
AREA 7 OBJECTIVES | STRATEGIES | ACTIVITIES INDICATOR TARGET 2023 | 2024 | 2025 | 2026 COST INSTITUTIONS
Enhance Develop a M&E 01 - - - 01
monitoring | Ministry- framework 210,000
and wide M&E approved and
evaluation |framework |adopted
in the for ICT
Ministry programmes
and projects
Develop An online 01 - - - 01 275,000
and digitise |reporting tool
M&E data is deployed
collection and used by
and all relevant
reporting departments
tools
Train staff on | At least 80% 02 - - 01 01 180,000
M&E tools, of M&E and
indicators, program
and data officers
reporting are trained
methods annually
GRAND TOTAL ZMW 128,595,000

47




REPUBLIC OF ZAMBIA

MINISTRY OF DEFENCE

DESIGNED & PRINTED BY
SHORTHORN PRINTERS LIMITED




